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2.7
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AP
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Authentication:
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(CSMA/CA
Collision Detection

Collision Avoidance



35

CSMA/CA

CSMA/CA MACAW (multiple access

with collision avoidance for wireless
Ready To 

Send Clear To Send

Network Allocation Vector-NAV

16 CSMA/CA.

Point Coordination Function)

(Point Coordinator, PC) 
Infrastructure 

contention-free medium access

contention - free 
periods
(contention periods

contention-free 
repetition interval.
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3 Wi-Fi

3.1 BSS

BSS

1. (power-up
(sleeping mode BSS

AP active
/ passive scanning).

2. AP BSS
Authentication Process

AP
password).

3. association
AP association

BSS APs
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association
request AP
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reassociation request AP BSS
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- plaintext

- cipher text
decryption). 

cipher 
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message authentication codes

digital signatures

-

digital signatures message authentication codes.
Access control

Non-

3.3
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WEP
WPA
802.11i/WPA2 

3.3.1 Pre-

association request
deauthentication

(management packets
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Shared key authentication):

WEP

17 A) Open System Authentication B) Shared Key Authentication.

pre-RSN (pre-

Robust Security Network) i

authentication server

- Pre-Shared key, PSK).

- pre-authentication

roaming ESS

3.3.2

WEP

Mac Service Data Unit
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- Integrity Check Value (32bits
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(stream
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Plain Text

Cipher Text
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keystream seed 
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IV

19 RC4.

Seed

seed Initialization Vector bits
bits

bits
104- -bit.

bytes. T bits
bits

bits

bits.

shared): 

KeyID

brute force
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keystream. 
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20 WEP.

ICV

21 WEP.

-
Challenge Text

Off-line Brute Force.
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-32

3.3.3 Wi-Fi Protected Access (WPA)

WEP IEEE
802.11 Working Group Working Group Wi-
Fi Alliance Trade Group WPA

firmware

Wi-Fi

Wi-Fi

small office / home office, SOHO)

WPA

RADIUS server
(Remote Authentication Dial-In User Service).

WPA
- WPA  
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WPA

hotspots

WPA

bit

-
Temporal Key Integrity Protocol

Message Integrity Check, MIC, 

bit

authentication server

master pair-wise

-

WEP

Message Integrity Check

MIC

-

-Fi.
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-

master key
four-way handshake),
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RADIUS
servers

- pre-shared key
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gateway
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NICs WPA

23 WPA .

3.3.4 Wi-Fi Protected Access Version 2 (WPA2)

Wi-Fi Alliance
2.11i- Robust Security 

Network Association

-

1) AES (Advanced Encryption Standard

2)

-bit AES block cipher3

CCMP (Message Authentication Code Protocol

-

WPA2

1 Mutual Authentication): To WPA IEEE 802.1x 
(WPA2-Enterprise PSK (WPA2-Personal

                                          
3Block cipher bits,

blocks
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2 Strong Encryption AES
Federal Information Processing Standard, 

FIPS Publication 1

AES

WPA
CCMP AES

AES

3 Interportability
Wi-

brands

4 Ease of use

i-
Wi-Fi Alliance Wi-Fi Protected 
Setup

WPA2- -Personal

Enterprise Personal
-

-
WPA2-

WPA2-Personal

Wi-Fi Certified
WPA2-

passphrase

.
Authentication, Authorization, Accounting)

WPA2-Enterprise

-
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WPA2-Enterprise WPA2-Personal

PSK

passphrase

IEEE 802.1X server EAP

authentication database
authentication server

3 - -Personal.

3.4 x EAP

network port authentication WLANs, 

1 Supplicant

2 Authenticator AP LAN
3 /AS, Authentication Server – AS (

RADIUS server)

EAP RFC
Ethernet, token ring WLANs

EAP adapters
RADIUS servers

IEEE
ports MAC.

APs
logon

logon RADIUS server

RADIUS server
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- WEP
logon

24 x/EAP.

WEP:
1. AP

EAPOL-start). 
2. AP port

x/EAP

log on)

3. EAP-Start AP
EAP-Request/Identity

EAP-Response/Identity

4. EAP
RADIUS server AP

EAP

supplicant server
authenticator

EAP-Success EAP-Failure

RADIUS

RADIUS one-way hash4

RADIUS server RADIUS server

RADIUS server

                                          
4One-way hash

One way



51

RADIUS server.
5. AP

port

1

2

3

4

5
erver.

Extensible Authentication Protocol (EAP)

(dial-up
(Point-to-

-

25 EAP.

Request)
.

Response)
.



52

Success)
.
Failure

.

Identity)

EAP-Request/Identity
-

(Internet Assigned Numbers Authority

3, 
- -

-
TLS. 

Type
Type 2

EAP

Request (01)
Response (02)
Success (03)
Failure (04)

26 EAP.

Identifier

Length

Success/Failure
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RADIUS accept

Request
Response

27 Request/Response EAP.

EAPOL

-

EAPOL-Start
EAPOL-Key
EAPOL-Packet
EAPOL-Logoff
EAPOL-Encapsulated-ASF-Alert

EAP

EAP

EAP-PSK - pre-shared key).
EAP-MD MD

hash
man-in-the-

middle
EAP-MSCHAPv CHAP Microsoft

EAP-LEAP: Light EAP EAP Cisco EAP-
LEAP -

EAP-PEAP: Protected EAP
Microsoft, Cisco RSA Security PEAP

server.
EAP-TLS: Transport Layer Security

EAP-TTLS: Tunneled Transport Layer Security, TTLS, TLS. 
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3.4.1 RADIUS (Remote Access Dial-In User Service)

server. 

Authentication, Authorization, 
Accounting

RADIUS (RFC 2865).

RFC 2865: Remote Authentication Dial-In User Service (RADIUS)
RFC 2866: RADIUS Accounting
RFC 2867: RADIUS Accounting for Tunneling
RFC 2868: RADIUS Authentication for Tunneling
RFC 2869: RADIUS Extensions (EAP over RADIUS)
RFC 3162: RADIUS over IP6
RFC 2548: Microsoft Vendor-Specific RADIUS Attributes

-
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RADIUS

RADIUS :
1. Client/server Network Access Server (NAS

RADIUS
RADIUS servers

RADIUS servers

RADIUS server
proxy RADIUS servers servers.

2. RADIUS server

RADIUS server

3. RADIUS server

PPP PAP CHAP login

4.

stination Port 
ports

RADIUS

28 .

Code byte
1 Access-Request: (NAS    AS
2 Access-Accept: (NAS    AS Access-Request

3 Access-Reject: (NAS     AS Access-Request f

11 Access-Challenge: (NAS      AS Access-Request

4 Accounting-Request NAS
5 Accounting-Response AS Accounting-Request

12 Status-server (experimental)
13 Status-client (experimental)
255 Reserved

Code
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Identifier

Length bytes

Authenticator

bytes (128 bits
Access-Request authenticator bit

(nonce
RADIUS

Access-Request

- Access-Accept, Access-Reject Access-Challenge -
Access-Request

RADIUS server

bit (integrity check
RADIUS server

RADIUS server

authenticator

authenticator. 

Attributes)

RADIUS
Attributes PAP/CHAP

Access-Request

RADIUS

RADIUS
RADIUS server

attribute
Type
Length bytes

PAP CHAP

RADIUS PPP
PAP CHAP.

PAP CHAP
server challenge

dial-in
PAP (Password Authentication Protocol NAS

PAP

NAS Access-Request RADIUS server
RADIUS

server Access-Accept Access-Reject NAS
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29 .

CHAP (Challenge-Handshake Authentication Protocol

(challenge
server Access-Request server

Access-Challenge
server

H
dial-in

authentication server
CHAP.

30 .

Microsoft
MS-CHAP WPA/RSN RADIUS

PAP CHAP
RADIUS

EAP -
(access-challenge

EAP RADIUS
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EAP over RADIUS

1. EAPOL-Start AP) authenticator
RFC

EAP-Start EAP 2 bytes
To AP IEEE802.1x authenticator EAP

supplicant EAP IEEE 802.1x authenticator
authentication server RADIUS

RADIUS server. 
2. AP RADIUS server

EAP-Request/Identity
server

3. server
RADIUS server EAP RADIUS

server EAP-Start Access-Request

ID port ID

-5 (RSA Message Digest). server
EAP-Request/Identity RADIUS

Access-Challenge. 
EAP-Success EAP-Fail

4. RADIUS server

RADIUS server servers

5. server
Access-Reject. server

access-reject
access-reject. 

access-challenge challenge/response, 

access-
request ID user-password

access-challenge

server access-request access-
accept, access-reject access-challenge. 

access-accept
SLIP, PPP login

SLIP PPP

Maximum Transmission Unit
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4

4.1 FreeRADIUS

FreeRADIUS Alan DeKok Miquel van
Smoorenburg FreeRADIUS RADIUS server

modules

modules server LDAP, 
MySQL, PostgreSQL, Oracle

EAP PEAP EAP-TTLS. 

modular RADIUS
GNU General Public License

download RADIUS
server BSD-licensed RADIUS
module RADIUS

open
source RADIUS server

server
PHP-based web dialupadmin

FreeRADIUS
RADIUS

RADIUS
AAA

Tier 1 ISPs
eduroam server

modular). 
open source RADIUS

binary packages
source build

servers
proxy fail-over

back-end

(authentication authorization
accounting

FreeRADIUS

authentication

RADIUS
authorization RADIUS

-user-
accounting

MySQL.
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FreeRADIUS

RFC RFC 2866 attributes.
EAP EAP-MD5, EAP-SIM, EAP-TLS, EAP-TTLS, EAP-PEAP, Cisco LEAP
Vendor-Specific Attributes , BinTec, Foundry, 
Cisco, Juniper, Lucent/Ascend, HP ProCurve, Microsoft, USR/3Com, Acc/Newbridge 
. .

RADIUS Clients: RADIUS Clients, EAP Clients

FreeRADIUS
server

Attributes
Attributes
Attributes
Attributes
String attributes
Integer attributes

IP NAS-IP-Address)
NAS box NAS-Identifier)

NAS boxes Source IP address, 
NAS-IP-Address
User-Name
DEFAULT 

DEFAULT 

FreeRADIUS virtual servers

server.
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5

5.1

hotspot
Internet

Login
browser

5.2 -

1. PC Desktop Ubuntu 12.04) 
servers

2. PC Laptop wireless client
3. wireless LAN access point clients
4. Internet connection
5. ChilliSpot software PC Desktop
6. Radius server (Freeradius)
7. Web server (Apache)

32 hotspot.

Authentication Web Server

authentication web server universal 
access method. 

HTTP. web server chilli
. 

web server 
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freeradius server SSL/TLS
SSL/TLS

Internet.

Chillispot

To ChilliSpot open source captive portal LAN access point controller. 
web based 

login Hotspots
authentication, authorization accounting (AAA) radius server.

captive portal HTTP client web

Internet. 
captive portal Web browser

address port
browser Internet

browser web page

Captive portals
Wi-Fi hotspots

Chilli, , UAM (Universal 
Access Method UAM IP address

IP address Chilli web browser chilli

tcp browser authentication web
server web server username and password
password chilli chilli

freeradius server freeradius server access-accept

chilli access-
reject UAM CHAP-Challenge CHAP-Password

RFC 2865.
Chilli Linux.

chilli interfaces:

1. downlink interface
2. radius interface
3. uplink network interface

downlink interface DHCP ARP clients. client
Unauthenticated authenticated unauthenticated

web authentication web
server.

authenticated). 
To uplink interface TUN/TAP driver. chilli

tun interface configuration
script. 

TUN TAP virtual network kernel
software.
TAP link layer layer 2

Ethernet frames. TUN network layer
layer 3 IP TAP network
bridge TUN

Ubuntu tun module
linux
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5.3 Ubuntu12.04 LTS32-bit

1. usb installer (universal usb installer)
install Ubuntu on a Hard Disk

.

33 Install Ubuntu on a Hard Disk.

2.
>/casper/vmlinuz noprompt cdrom-detect/try-usb=true
file=/cdrom/preseed/ubuntu.seed boot-casper persistent 
initrd=/casper/initrd.lz splash –

>/casper/vmlinuz noprompt cdrom-detect/try-usb=true 
file=/cdrom/preseed/ubuntu.seed boot-casper persistent 
initrd=/casper/initrd.lz splash nomodeset—

3.
4. continue

34 .

5. continue
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35 .

6. Install Ubuntu alongside them continue

36 Install Ubuntu alongside them.

username,

password, e.t.c.
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37 .

7.

5.4

Point (Cisco Aironet 1100) PC laptop testing

1.
& ifconfig

:

38 .

eth0 Internet (
router eth1 Captive Portal

Access Point.
2. interface 

(eth0 / eth1 /etc/udev/rules.d/70-persistent-net.rules

$sudo gedit /etc/udev/rules.d/70-persistent-net.rules  
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39 /etc/udev/rules.d/70-persistent-net.rules.

3.

40 Save & Exit /etc/udev/rules.d/70-persistent-net.rules.

4.

& route - -nr 

.
internet connection (eth0)

1. network manager edit connections



68

41

2. ADD connection

42

3. tab 'wired' 
Connection name: ROUTER
Device mac address: eth0
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43

4.
Method>Manual static ip address
Address: 192.168.1.9 (static ip eth0)
Subnet Mask: 255.255.255.0
Gateway: 192.168.1.1 (ip router)

DNS Sever:  192.168.1.1

5. Save exit. 

44

1. edit connections ADD

tab 'wired'
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Connection name: AP
Device mac address: eth1

45

Address: 192.168.182.1 ( Chillispot by default 
192.168.182.0/24)
Subnet Mask: 255.255.255.0
Gateway: 192.168.1.1 (Router's ip)

46 Satic IP eth1 interface.

2.
Use this connection only for resources on its network

3.
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47 Use this connection only for resources on its network.

ipv4 packet
forwarding  /etc/sysctl.conf

& cat /proc/sys/net/ipv4/ip_forward ( 1 
)

& sudo gedit /etc/sysctl.conf uncomment 28 >  
net.ipv4.ip_forward=1 

48
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& echo 1 > /proc/sys/net/ipv4/ip_forward

& iptables -t nat -A POSTROUTING -j MASQUERADE -o eth0

/etc/rc.local 

& sudo gedit /etc/rc.local 

(

echo 1 > /proc/sys/net/ipv4/ip_forward

iptables -t nat -A POSTROUTING -j MASQUERADE -o eth0

49

$ chmod 755 rc.local

5.5

1.

$ sudo apt-get install apache2 apache2-mpm-worker apache2-utils apache2.2-
bin apache2.2-common libapr1 libaprutil1 libaprutil1-dbd- sqlite3 libaprutil1-
ldap 

2.
& sudo /etc/init.d/apache2 start 
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konssell@HRA:~$ sudo /etc/init.d/apache2 start 
[sudo] password for konssell: 
* Starting web server apache2          apache2: Could not reliably determine the server's 
fully qualified domain name, using 127.0.1.1 for  ServerName 
httpd (pid XXXXX) already running 
                                                                         [ OK ] 

/etc/apache2/httpd.conf

:

ServerName localhost

/etc/hosts

127.0.0.1 localhost
127.0.1.1 HRA HRA.local

.
.

http
SSL,https).

/etc/hosts IP address

hostname

127.0.0.1 localhost
127.0.1.1 <hostname> <hostname>.<domain.name>

Debian Ubuntu installer
IP address, linux. 

Gnome) hostname
IP address domain name. 
hostnames domain names

hostname
IP address, 

IP 127.0.1.1 

5.6

$ sudo apt-get install libdbd-mysql-perl libdbi-perl libhtml-template-perl libmysqlclient18 
libnet-daemon-perl libplrpc-perl mysql-client-5.5 mysql-client-core-5.5 mysql-common 
mysql-server mysql-server-5.5 mysql-server-core-5.5 

,
.
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5.7

snakeoil certificate. Self-signed certificate

.
.

self-signed certificate private key.

self-signed certificate: 

$ make-ssl-cert generate-default-snakeoil –force-overwrite 

:
/etc/ssl/private/ssl-cert-snakeoil.key 

/etc/ssl/certs/ssl-cert-snakeoil.pem 

$ a2enmod ssl 

Apache default ssl virtual host: 
$ a2ensite default-ssl 

Restart Apache: 
    $ service apache2 restart 

& sudo /etc/init.d/apache2 restart

& sudo netstat -pnlt 

50 –pnlt.

5.8

$ sudo apt-get install freeradius freeradius-common freeradius-mysql freeradius-utils 

libfreeradius2 

Freeradius

1. /etc/freeradius/users

#echo '"chilliuser"Cleartext-Password := "chillipassword"'  
>>/etc/freeradius/users 
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/etc/freeradius/users

"chilli user" Cleartext-Password := "chillipassword" 
Reply-Message = "Hello, %{User-Name}, welcome to our 

hotspot!" 
2. /etc/freeradius/radiusd.conf

authentication
line 273>ipaddr = 127.0.1.1
line 283> port = 1812

accounting
line 316> ipaddr = 127.0.1.1
line 318> port = 1813

3. /etc/freeradius/clients.conf

client localhost {
ipaddr = 127.0.0.1
...
secret = myfreesecret ( freeradius localhost)
}

client
client 127.0.1.1 {

secret = myfreesecret client)
}

-

/etc/freeradius/users #"John Doe" Cleartext-Password := "hello" ):

51
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eap.conf

/etc/freeradius/ pap authentication 

username password.

5.9 Chillispot

chillispot (version 1.0-

$ sudo apt-get install chillispot

GUI: 

Radius shared secret : myfreesecret  
Ethernet interface for DHCP to listen : eth1
Url of UAM server :https://192.168.1.8/cgi-bin/hotspotlogin.cgi 
Url of UAM homepage :  https://192.168.1.8

Shared password between chillispot and webserver:  mychillisecret

Chillispot

/etc/chilli.conf, uncomment edit :
59 dns1 192.168.1.1 
66 dns2 192.168.1.1 
72 domain key.chillispot.org 
99 radiusserver1 127.0.1.1 
106 radiusserver2 127.0.1.1 
113 radiusauthport 1812 
120 radiusacctport 1813 
125 radiussecret myfreesecret 
176 dhcpif eth1 
196 uamserver https://192.168.1.8/cgi-bin/hotspotlogin.cgi 
203 #uamhomepage https://192.168.1.8  must be commented 
207 uamsecret mychillisecret

203 (uamhom

$sudo cp /usr/share/doc/chillispot/hotspotlogin.cgi /usr/lib/cgi-bin/
$sudo chmod 755 /usr/lib/cgi-bin/hotspotlogin.cgi

/usr/lib/cgi-bin/hotspotlogin.cgi

line 27> $uamsecret = "ht2eb8ej6s4et3rg1ulp"; (uncomment)

$uamsecret = "mychillisecret";
line 31>$userpassword=1; (uncomment)

5.10 Iptables

:

$ sudo cp /usr/share/doc/chillispot/firewall.iptables /etc/init.d/chilli.iptables
$ sudo chmod u+x /etc/init.d/chilli.iptables
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$ ln -s /etc/init.d/chilli.iptables /etc/rcS.d/S40chilli.iptables

$sudo su
#iptables -I FORWARD -i eth0 -o eth1 -j ACCEPT
#iptables -I FORWARD -i eth1 -o eth0 -j ACCEPT

5.11

Cisco Aironet 1100

Static ip address: 192.168.182.254
Subnet Mask 255.255.255.0
Default Gateway: 192.168.182.1

EXPRESS SETUP
Network Interface Apply.

52 -Point.

Tab SECURITY->SSID MANAGER SSID:MyHoT

RADIO-802.11g. , Apply.
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53

RADIO-802.11G enabled up  Network Interfaces-

>Radio-802.11G->SETTINGS->Enable Radio=enabled.

54 RADIO-802.11G enabled up.

RADIO-802.11G RADIO-802.11G

Status->Software Status.
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55 RADIO-802.11G status, enabled & up.

5.12

netstat -ilpn --> Kernel Interface table 
netstat -ilpne (ifconfig) 
sudo netstat -nr (route -n) 

    -n, --numeric        don't resolve names 
    -r, --route             display routing table 

sudo netstat -penaltu 
    -p, --programs           display PID/Program name for sockets 
    -e, --extend             display other/more information 
    -n, --numeric            don't resolve names 
    -a, --all, --listening   display all sockets (default: connected) 
    -l, --listening          display listening server sockets 
    -t, --tcp 
    -u, --udp

5.13 Debugging

Freeradius: & sudo freeradius -X
Chillispot:  & sudo chilli --debug --fg

5.14

Start Apache:

& sudo service apache start
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56 Apache.

Debug Freeradius Chillispot.

57 Chillispot debugging.

58 Debugging Freeradius.

ACER
Aspire one XP)

MyHoT
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59 MyHoT.

60

61

Myhotspot, chillispot
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62 Debugging Chillispot 

netbook
ipconfig  Chilli

(192.168.182.2).

63 Ipconfig netbook.

browser. 
(www.tesyd.teimes.gr).

64

Apache hotspotlogin.cgi

login chillispot authentication. https://

“I Understand The Risks”.

“Add Exception”
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65 I Understand The Risks & Add Exception.

“Confirm Security Exception”.

66 “Confirm Security Exception”.

login chillispot

67

Username=konstantina Password=sellina
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68

freeradius Access-Reject

69 Access-Reject Freeradius.

login Login Failed.
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70 Login Failed.

Username=chilliuser Password=chillipassword

users Freeradius.

71

Freeradius Access-Accept.
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72 Access-Accept Freeradius.

Chillispot

73 Logged in to Chillispot

chillispot login chillispot

DHCP authstate “Successful

UAM login from username=chilliuser IP=192.168.182.2”.
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74 Debugging chillispot

75

Chillispot (Logoff), 

76 Logged out from Chilli.

Chilli debugging
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77

Freeradius

78 Freeradius Debugg
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Vendor Dictionaries: 

attributes

source code server.

Modules: 

modularity

MySQL: 

MySQL
server

GNU General Public License

MySQL AB Oracle.

PostgreSQL: 

PostgreSQL

PostgreSQL
Linux, UNIX (AIX, BSD, HP-UX, SGI, IRIX, MAC OS X, Solaris, Tru64) 

Windows ACID (atomicity, consistency, isolation, durabi
SQL SQL INTEGER, 

NUMERIC, BOOLEAN, CHAR, VARCHAR, DATE, INTERVAL TIMESTAMP
binary

C, 
C++, Java, Perl, Python, Ruby, Tcl NET

ODBC

Oracle: 

Oracle Database
Oracle Corporation Oracle

servers
Apache

Linux, Windows, Solaris

Virtual Hosting:

Virtual Hosting domain names
server servers

server
host name

virtual hosting web servers. 
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Name based host name
administrative overhead
host name

name based
SSL/TLS. 
IP based host name

domain name
Port based

Name based
IP based server

wildcard certificates. 
server

.example.net.

VMPS:

VLAN Management Policy Server VMPS switch
VLAN VMPS

VLAN

MAC address
login Cisco AClS Cisco, 

x VMPS Cisco
VLAN x.

Open Source:

open source

open source

open source

open source

source-material

BSD-licensed library: 

Berkeley Software Distribution (BSD Berkeley Unix
Unix
Computer Systems Research Group (CSRG

-

-like

O
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open source

PAM library: 

Pluggable Authentication Modules (PAM

PAM modules PAM modules

UNIX System username/password re 
open-source Linux-PAM.

Authentication

Account

Session

Password

Dialupadmin: 

FreeRADIUS server web interface PHP
radius dialupadmin Dialup Admin

SQL (MySQL PostgreSQL LDAP
scripts t .

Telcos:

a telco, telecommunications operator, 
communications service provider CSP

Tier 1 ISP: 

tier IP
settlement-free peering

tier
Internet

tier

Eduroam: 

ducation roaming roaming

laptop

Binary Packages: 

scripts
binary package o

source package.
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Build Source: 

package build
servers

build path code

Proxy Request:

proxy server server

servers proxy server

server proxy server
proxies web

proxies

Fail Over: 

computer server
hardware

server hardware
Failover switchover failover

switchover

Back-end data base:

back-end database

back-end

queries

RFC 2865:

Remote Authentication Dial In User Service (RADIUS)

RFC 2866:

RADIUS Accounting 
accounting 

Network Access Server Accounting Server.

RADIUSClients:

ChilliSpot/CoovaChilli, JRadius,mod_auth_radius, pam_radius_auth, Pyrad,Radiusclient, 
Radiusclient-ng,PHP Radius Extension, Radlogin, WPA Supplicant, Dialupadmin.

EAP Clients: 

eapclient, Windows XP supplicant, SecureW2, NetworkManager, wpa_supplicant, 
Xsupplicant, rad_eap_test.

Virtual Server:

FreeRADIUS 2.0 virtual servers. 
x virtual server

RADIUS server configuration
FreeRADIUS 1.x FreeRADIUS virtual servers

virtual servers proxy
virtual servers

virtual server
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virtual server x


